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Overall Overview

Ciforus Token ($CIFORUS)
Security Level: Superb (99/100)
Risk Profile: Minimal

User Safety: Strongly Preserved

LexGuard finds the Ciforus token contract to be well-constructed, transparent, and
suitable for public deployment under its stated design goals.

Security Controls and Risk Vector Summary

Contract
. Results Status
Attributes
Minting Risk The t.otal supply is immutable. Minting risk is
eliminated.
Fee and Tax There is no mechanism to introduce or modify fees

Manipulation Risk | post-deployment.

Transfer All holders are treated equally under standard
Restriction Risk ERC20 transfer rules.

The contract does not exhibit honeypot

Honeypot Risk ..
ypP characteristics.

Ownership and
Centralization
Risk

The contract is effectively non-custodial and non-
governed after deployment.

* For detailed explanation of each, refer to section 9
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1. Audit Summary

This document presents the results of a comprehensive smart contract security audit
conducted by LexGuard for the Ciforus (CIFORUS) token deployed on the Ethereum
Main net.

The purpose of this audit is to evaluate the correctness, security posture, and risk profile
of the Ciforus token contract, with a focus on identifying vulnerabilities, design flaws, and
potential vectors that could negatively impact token holders or the broader ecosystem.

The Ciforus contract follows a minimalist and transparent design philosophy, relying
on a widely adopted and audited OpenZeppelin ERC20 implementation without
introducing custom transfer logic, privileged controls, or mutable parameters. This
architectural approach significantly reduces attack surface and operational risk.

Executive Summary

This audit evaluates the security, correctness, and risk profile of the Ciforus (CIFORUS)
smart contract deployed on the Ethereum Main net.

The contract follows a deliberately minimal and immutable architecture, leveraging a
standard ERC20 implementation from OpenZeppelin without introducing custom logic,
privileged control paths, or mutable economic parameters.

No vulnerabilities affecting user funds, transfer integrity, or token supply were identified.
The absence of administrative controls, fees, limits, or upgrade mechanisms significantly
reduces both technical and trust-based risk.

From a security perspective, the Ciforus contract demonstrates a very high level of
robustness, primarily achieved through simplicity, transparency, and reliance on well-
audited foundational components.



1.1 Contract Overview

Item

Project Name
Token Name
Token Symbol
Network
Standard
Decimals
Total Supply
Minting
Transfer Fees
Transfer Limits
Contract Type

External Dependencies

Description
Ciforus

Ciforus

CIFORUS
Ethereum Main net
ERC20

18

One-time, at deployment

Single ERC20 token

OpenZeppelin Contracts v5.4.0



1.2 Audit Scope

The scope of this audit is strictly limited to the Ciforus ERC20 token contract deployed
on the Ethereum Main net at the following address:

0x2D125Cba88516832AE1CDc1d39211fC259182c60
The audit includes:

¢ Review of the complete verified source code as deployed

e \Verification of token supply mechanics and minting behavior

e Assessment of ownership, privilege, and administrative control paths
e Evaluation of ERC20 compliance and transfer behavior

e l|dentification of potential centralization, restriction, or abuse vectors

The audit explicitly excludes:

e Off-chain distribution mechanisms

e External wallets or custody solutions

e Presale, staking, vesting, governance, or bridge contracts

¢ Front-end applications and backend infrastructure beyond a high-level website
review

Only the on-chain behavior of the deployed smart contract was considered when forming
conclusions in this report.

1.3 Source Code Review

The Ciforus contract source code is fully verified and publicly available on Etherscan.
Key characteristics:

Solidity version: 0.8.34

License: MIT

Dependency: OpenZeppelin ERC20 (v5.4.0)
No custom inheritance beyond ERC20

NN

No external calls beyond OpenZeppelin internals

The contract uses immutable constants for supply and initial distribution, ensuring
deterministic behavior from deployment onward.



2. Audit Methodology

The audit was conducted using a manual-first security review approach,
complemented by structured analysis against known vulnerability classifications.

The methodology emphasized human reasoning and intent verification rather than
reliance on automated outputs alone.

2.1 Manual Review Process

The contract was reviewed line by line to:

e Confirm the absence of hidden or conditional logic

e Verify immutability of supply and parameters

o Validate that no privileged functions exist post-deployment
¢ Ensure no external call patterns introduce indirect risk

e Confirm expected ERC20 behavior under all execution paths

Special attention was given to identifying:

¢ Honeypot characteristics

e Fee manipulation mechanisms

e Transfer gating or discrimination logic

e Owner orrole-based authority escalation
e Upgrade or proxy patterns

2.2 Supporting Tools and References

The following tools and standards were used as supporting references during the audit
process:

e RemixIDE
Used for source inspection, compilation verification, and inheritance tracing.

e Static Analysis Frameworks
Used to confirm the absence of known vulnerability patterns and to cross-
reference manual findings.

e SWC (Smart Contract Weakness Classification)
Used as a structural checklist to ensure all common vulnerability classes were
evaluated, even where inapplicable by design.

Automated tooling was used only to support conclusions drawn from manual analysis.
Final assessments are based on direct code review and architectural reasoning.



2.3 Risk Classification Framework

LexGuard classifies findings using the following severity model:
Issues that can lead to immediate loss of funds, permanent lockup, or full
contract compromise.
o High
Issues that could significantly impact user funds or protocol integrity under
realistic conditions.
¢ Medium

Issues that may affect expected behavior or introduce risk in specific scenarios.

Minor issues that do not directly impact security but may affect usability or

maintainability.

Observations related to style, documentation, gas optimization, or best

practices.

All observations identified in this audit fall into the Informational category and do not
pose risk to users or the protocol.

3. Disclaimer

The audit performed by LexGuard is based on the smart contract source code provided
and verified at the time of review. This audit does not constitute investment advice, nor
does it guarantee the absence of future vulnerabilities arising from changes in blockchain
infrastructure, external integrations, or unforeseen attack methodologies.

While reasonable care has been taken to identify security risks, no smart contract audit
can guarantee absolute security.



4. Architecture Overview

The Ciforus contract follows a single-responsibility architecture, consisting of:

e Adirectinheritance from OpenZeppelin’s ERC20 implementation
e A constructor that performs a one-time mint of the full supply
o No additional state-modifying functions beyond ERC20 standard behavior

This design ensures:

5. Tokenomics Review

5.1 Supply Characteristics

Total supply is fixed at 100,000,000 CIFORUS
Supply is minted once, at deployment
No minting functions exist beyond the constructor

NN

No burning mechanism is implemented

5.2 Allocation Breakdown
The initial token distribution follows the structure below:

e Public Presale - 35%

e Ecosystem and Rewards-20%

e Treasury/ Operations—20%

e Team & Core Contributors — 15%
e Liquidity Provision—10%

Alltokens are minted at deployment and allocated to a single initial receiver address, with
subsequent distribution handled off-chain or via external processes.

10



6. Ownership and Privilege Analysis

The Ciforus contract implement:

e Ownership transfer functions
e Administrative setters

e Fee configuration logic

e Blacklists or whitelists

e Pausability

¢ Trading enable switches

There are no privileged functions capable of:

e Freezing user funds

e Restricting transfers

e Altering balances

e Modifying token parameters

7. Security Assessment Summary

Based on the audit findings, the Ciforus contract demonstrates:

Strong adherence to best practices
Extremely low complexity
No exploitable attack vectors

SR NEENERN

No critical, high, medium, or low-risk issues identified

Minor observations relate exclusively to documentation style and gas optimization
preferences, none of which impact contract security, correctness, or user safety.

11



8. Detailed Findings and Observations

This section documents observations identified during the review of the Ciforus smart
contract.

All findings are non-critical and do not impact contract security, correctness, or user
safety.

8.1 Informational Observations

8.1.1 Documentation Completeness (NatSpec Annotations)

Description
The contract does not include extended NatSpec annotations such as @dev, @notice,
or @author tags for the contract declaration, constructor, or public constants.

Impact

This does not affect execution, security, or functionality.

The absence of NatSpec comments only impacts developer-facing documentation
quality.

v Assessment
Acceptable. Given the contract’s minimal scope and absence of complex logic,
this omission does not introduce any risk.

Recommendation
Optional. Additional NatSpec comments may be added in future revisions to improve
readability for developers and third-party reviewers.

12



8.1.2 Public Constant Visibility

Description
The constants INITIAL_RECEIVER and TOTAL_SUPPLY are declared as public, which
automatically generates getter functions.

Impact
No security impact.
Slightly higher bytecode size due to generated getters.

v' Assessment
Acceptable. Public visibility improves transparency and on-chain inspectability.

Recommendation
Optional. Constants could be declared private if getter access is unnecessary.

8.1.3 Constructor Payability

Description
The constructor is not marked as payable.

Impact
No functional or security impact.
A payable constructor could marginally reduce deployment gas cost.

v' Assessment
Acceptable. Non-payable constructors are safer by default and prevent
accidental value transfers during deployment.

Recommendation
Optional. No change required.

13



9. Security Controls and Risk Vector Analysis

This section evaluates common ERC20 risk vectors and confirms whether they are
applicable to the Ciforus contract.

9.1 Minting Risk

o No mint function exists beyond the constructor
) No role-based or owner-based minting
o No supply expansion logic

Conclusion:

public TOTAL_SUPPLY = 100_000_000 * 1e18;

() ("Ciforus", "CIFORUS") {

_mint(INITIAL_RECEIVER, TOTAL_SUPPLY);

9.2 Fee and Tax Manipulation Risk

. No buy, sell, or transfer fees
o No fee setter functions
o No dynamic tax logic

Conclusion:

// No fee variables
// No setter functions

// No conditional logic in transfers

14



9.3 Transfer Restriction Risk

o No blacklist or whitelist logic

o No cooldowns or rate limits

o No maximum transaction or wallet limits
o No trading enable/disable switches

Conclusion:

9.4 Honeypot Risk
o No conditional transfer blocking
o No sell-only restrictions
o No external call-based gating

Conclusion:

9.5 Ownership and Centralization Risk

o No ownership modifiers

o No privileged state-changing functions
o No governance hooks

o No upgradeability or proxy logic

Conclusion:

contract is {
// No Ownable inheritance

// No role-based access control

15



10. ERC20 Standard Compliance

The Ciforus contract inherits directly from OpenZeppelin’s ERC20 implementation,
which is widely regarded as an industry standard.

Confirmed behaviors include:

totalSupply() consistency

balanceOf() correctness

transfer() and transferFrom() correctness
Allowance handling

Event emission (Transfer, Approval)

I N N NN

16



11. SWC Risk Classification Mapping

The contract was evaluated against common Smart Contract Weakness Classification
(SWC) categories.

SWCID

SWC-100

SWC-101

SWC-102

SWC-103

SWC-104

SWC-105

SWC-106

SWC-107

SWC-110

SWC-111

SWC-115

SWC-116

SWC-118

SWC-119

SWC-120

SWC-124

SWC-128

Category

Function Default Visibility
Integer Overflow / Underflow
Outdated Compiler

Floating Pragma

Unchecked Call Return
Unprotected Ether Withdrawal
Unprotected SELFDESTRUCT
Reentrancy

Assert Violation

Use of Deprecated Functions
Authorization via tx.origin
Block Timestamp Dependence
Incorrect Constructor Name
Shadowing State Variables
Weak Randomness

Write to Arbitrary Storage

DoS with Block Gas Limit

Overall Result:

17

Result Status
Not Applicable

Mitigated by Solidity 0.8.x
Not Present

Not Present

Not Applicable

Not Applicable

Not Present

Not Applicable

Not Present

Not Present

Not Present

Not Present

Not Present

Not Present

Not Applicable

Not Applicable

Not Applicable



12. Contract Deployment Snapshot

e Compiler Version: Solidity 0.8.34

e Optimization: Enabled (per OpenZeppelin defaults)
e License: MIT
¢ Deployment Behavior:

o Full supply minted at deployment

o Tokens assigned to INITIAL_RECEIVER

o No post-deployment configuration required
e \Verified on block explorers

// SPDX-l1icense- Identl Ler: MIT
Lin Contracts *5.4.0
pragma sol dlty AO %4'

(W I S U N Y

import {ERC20} from "@openzeppelin/contracts/token/ERC20/ERC20.s01";

s Token (CIFORUS)

W00~

0 token powering the Ciforus privacy infrastructure

10
11

00 tokens

mutable and non-upgradeable
Ciforus is ERC20 {
ice Total initiut supply (100 million tokens with 1 ~imals)
uint256 public constant INITIAL SUPPLY = 100 P00 000 * 10 ** 18;

ep n and mints full supply
con tructor() ERC2 orus", "CIFORUS™) {
_mint(msg.sender, INITIAL SUPPLY);

1
J

18



12.1 REMIXAI Assistant analysis

This is a simple ERC20 token contract named Ciforus (CIFORUS) with the following key
features:

1. Inheritance: It inherits from OpenZeppelin's audited ERC20 contract (v5.4.0).

2. Fixed Supply: Mints 100 million tokens (scaled by 18 decimals) to a
predefined INITIAL_RECEIVER address upon deployment.

3. Immutable Constants:
e INITIAL_RECEIVER: Hardcoded address receiving the total supply.
o TOTAL_SUPPLY: Total token supply (100M * 10'®).

Purpose: A basic, non-upgradeable ERC20 token acting as utility and economic
infrastructure for Ciforus app. No additional features (e.g., minting/burning) are
included.

19



13. Website Review (Informational)

A high-level review of the official project website was conducted.
Observed:

HTTPS enabled — SSL Secured

Clear project presentation

No obvious client-side security issues

No misleading technical claims related to token behavior
The website does not contain spelling errors

SN NN

leorus ome Modules v Security Pricing About Openapp &

(~FIRST BY DESI

A private digital
environment for
people who value

security.

Ciforus is a privacy-focused workspace designed for secure

communication, encrypted storage, and a premium digital
identity with @ciforus.com

Built for modern crypto-native users.

Explore modules > Openapp &4

20



14. Final Assessment and Conclusion

The Ciforus (CIFORUS) smart contract demonstrates an
, primarily due to its:

Minimalist design

Absence of privileged control paths

Fixed and immutable supply

Reliance on audited OpenZeppelin components
Lack of mutable economic parameters

I N N NN

The contract intentionally avoids complexity, governance hooks, and upgrade
mechanisms, significantly reducing both technical and trust-based risk.

Overall Audit Verdict

LexGuard finds the Ciforus token contract to be well-constructed, transparent, and
suitable for public deployment under its stated design goals.

21



15. Notes by LexGuard

LexGuard acknowledges and commends the deliberate design choices made in the
Ciforus smart contract.

The contract prioritizes:

e Transparency over configurability
e |mmutability over control
e Simplicity over feature expansion

This approach aligns strongly with best practices for minimizing trust assumptions and
reducing long-term operational risk. While additional features can offer flexibility, they
often introduce attack surface and governance complexity. Ciforus intentionally avoids
these trade-offs.

From a security standpoint, the contract’s minimal footprint is a strength rather than
a limitation.

22



16. Certificate of Smart Contract Audit

This document certifies that LexGuard has conducted a security audit of the Ciforus

(CIFORUS) smart contract deployed on the Ethereum Main net.

The audit included a comprehensive review of the verified source code, evaluation of
token mechanics, and assessment of potential security and centralization risks.

Based on the findings documented in this report, LexGuard concludes that the Ciforus
smart contract:

Implements a fixed and immutable token supply
Contains no privileged administrative functions
Introduces no transfer restrictions or discriminatory logic
Relies on well-audited, industry-standard components

No critical, high, medium, or low-risk vulnerabilities were identified at the time of review.

This certificate reflects the state of the contract as deployed and reviewed and does not
imply future guarantees beyond the scope of this audit.

Audited by: LexGuard
Website: lexguard.io
Contact: hello@lexguard.io

23
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End of Report

This concludes the smart contract security audit for Ciforus conducted by LexGuard.
Request your smart contract audit / KYC

https://t.me/LexGuard_Ryan
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